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Administrative Matrix Introduction 

The Administrative Matrix  is designed primarily to allow a Root Administrator to define and manage administrative 

rights and views for a particular administrative role within the OnPoint Course Manager. This will allow the Root 

Administrator to limit which menus and features will be viewable and available based upon the specific 

administrative role such as a Systems Administrator, Content Administrator, Course Coordinator, and or an Event 

Manager. 

How might this be useful? 

The Administrative Matrix will allow a Root Administrator to define by the user type a type of hierarchy as a natural 

way of organizing roles to reflect authority, responsibility, and capabilities. The user can be given no more privilege 

than is necessary to perform their job. Permissions determine the data and applications that may be accessed and 

each role is assigned the set of permissions that are necessary for the role type to perform his/her required tasks. 

Using the Administrative Matrix to determine and manage access permissions allows Root Administrators to better 

incorporate least privilege and separation of duties into administrative policies. 
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Section 1: Locating the Administration Rights Matrix in OPCM 

As the Root Administrator you will log into the OnPoint Course Manager application from the online Portal – Manager 

Options area.  Click the link to open Course Manager. 

 
Once in the Course Manager application, you will see the options available to you across the top of the screen. In 

order to review and set the permissions for the Administration Matrix you will need to go to the Administration tab, 

System Administration, then Administration Matrix. 
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Section 2: Administration Rights Matrix-Main Menu 

The first tab of the Administration Rights Matrix is the Main Menu. This is where you can define by manager type 

(System Administrator, Content Administrator, Course Coordinator, and Event Manager) the menu(s) that they will 

have access to within OnPoint Course Manager. The options are split up just as they are divided up into tabs across 

the top within the application. The choices to the menu(s) allow the Root Admin to select specific functions within 

those menu(s) to grant access to these user types. For example: as an Event Manager I may never need to have 

access to create or change users however I may need to create a group of specific users for an event that I am 

putting together. This would mean that the Root Admin would mark the Groups with a check but the Users and 

Groups they would leave unchecked.  

 

 
 
 
 
 
 

 
 
 
 
 
  

Note: It is important to remember that the Main Menu tab drives 

the actual menu and not all the individual functions within the 

menu. To define which specific functions within that menu the 

user would have access to you would need to further define that 

in the Administrative Rights tab. 

Just check or uncheck the 

boxes based on the user type 

as to the menu(s) they will 

have access to. 

For our example please 

note that the EM would 

only have a check mark on 

the Groups under the 

Users and Groups 
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The below two examples will show what the user experience will be when logging into the system based on the 

settings within the Administrative Rights Matrix: Main Menu. These examples will display the screen and how they 

will appear to the user when they access the OnPoint Course Manager application. The examples will display both 

scenarios to the user showing both with access and without access to a specific menu or function within the system. 

The first example will show the user type of an Event Manager with access to the Users & Groups: Menu and then 

the Groups option. 
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The Event Manager Group setting under the User & Groups Menu in the Administration Rights: Main Menu Matrix is 

checked to be active. 

 

 

 

 

 

 

 

 

 

 

 

 

 

The Groups menu selection appears under the Users & Groups Menu heading and allows the Event Manager access 

into the option to perform any available functions that are previously approved in the Administrative Rights options 

of the Administrative Rights Matrix.  

The next example shows the user type of an Event Manager with access to the Users & Groups: Menu but without 

access to the Groups option within the Users & Groups Menu. 

 

The Event Manager Group setting under the User & Groups Menu in the Administration Rights Matrix is un-checked 

in this case to be shown as not active. 
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The Groups menu selection no longer appears under the Users & Groups Menu heading and will no longer allow the 

Event Manager access into this option to perform any available functions.  
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Section 3: Administration Rights Matrix-Administrative Rights 

The next tab of the Administration Rights Matrix is the Administrative Rights. This is where you can define by 

manager type (System Administrator, Content Administrator, Course Coordinator, and Event Manager) the rights that 

they are being given within the specific menu(s) function that they have been given access to within the Main Menu 

Administrative Rights selection process. The options are split up just as they are listed up under each of the tabs at 

the top within the Course Manager application.  

The choices to the functions within the menu(s) allows the Root Admin to select the specific items within those 

menu(s) to grant access to these user types. For example: above we mentioned as an  Event Manager I may never 

need to have access to create or change users however I may need to create a group of specific users for an event 

that I am putting together. I have been given access to the Group option in the Main Menu Administrative Rights. 

Now here in the Administrative Rights under the Users and Groups the Root Admin will need to set the features and 

rights where I have access. For this example the Root Admin would give this Event Manager access to the Add/Edit 

Groups and the Make Assignments to Groups but will not give access to the Add/Edit Users since they should not 

have access to do this function. 

For our example please 

note that the EM would 

only have a check mark on 

the Add/Edit Groups and 

the Make Assignments to 

Groups . 

Just check or uncheck 

the boxes based on the 

user type as to the  

functions within the 

specific menu(s) they 

will have access to. 



  Administrative Matrix 

 

OnPoint Digital, Inc.   All Rights Reserved 

August 2014  9 of 16 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  Administrative Matrix 

 

OnPoint Digital, Inc.   All Rights Reserved 

August 2014  10 of 16 

 

 

 

 

 

 

The below two examples will show what the user experience will be when logging into the system based on the 

settings within the Administrative Rights Matrix: Administrative Rights. These examples will display the screen and 

how they will appear to the user when they access the OnPoint Course Manager application. The examples will 

display both scenarios to the user showing both with access and without access to a specific menu or function 

within the system. 

The first example will show the user type of an Event Manager with access to the Users & Groups: Menu and then 

the Groups option with the ability to Add/Edit groups as well as to make assignments to the groups. 

 

The Event Manager Group setting under the User & Groups Menu in the Administration Rights: Administrative Rights 

Matrix is checked to be active. 

 
The Groups Menu selection appears under the Users & Groups and the user has the ability to click on and select a 

group from the list that is shown. 
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After the user makes the selection the next screen to appear allows the user to perform Edits or make Assignments 

if needed. Both of these options appear for this user based on the settings within the Administration Rights being 

checked for an Event Manager. 

 

 
If the user chooses the Edit then the Edit screen will appear and they can make any changes needed and save. 
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If the user chooses the Assignments then the Assignments options will appear and they can make any changes 

needed and save.  

 

The next example shows the user type of an Event Manager with access to the Users & Groups: Menu but without 

access to the Groups: Add/Edit groups as well as to make assignments to the groups. 

 

The Event Manager Group setting under the User & Groups Menu in the Administration Rights Matrix is un-checked 

in this case to be shown as not active. 

 



  Administrative Matrix 

 

OnPoint Digital, Inc.   All Rights Reserved 

August 2014  13 of 16 

 

The Event Manager will still have access to see the available Groups in this example. However; once the Group is 

selected the options for what the Event Manager can do will be different than in Example 1. 

 
The above image shows that the Event Manager no longer has access to the Edit button within the Users & Groups: 

Group Menu. This is based on the settings within the Administration Matrix: Administrative Rights.  

 

 

 

 

 

 

 

 

The above image shows that the Event Manager no longer has access to make Assignments within the Users & 

Groups: Group Menu. This is based on the settings within the Administration Matrix: Administrative Rights.  
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Section 4: System Defaults and Removing Rights 

In addition to defining the roles and permissions to specific individual menu(s) and functions the Root Admin also 

has the ability within the Administration Rights Matrix to either reset the user type to the system default settings, or 

to remove all the rights from a specific user type leaving them without rights and permission levels to features within 

the system. This basically wipes the user type clean and allows the Root Admin to start over with assigning full 

permissions.  

These functions can be done both at the Main Menu level and also at the Administrative Rights level.   

Defaults and Removing Rights: Main Menu 

Go to the Administration Rights Matrix and Select the Main Menu tab. On the right hand side of this tab there is a 

section that will list out the four types of users to include the Site Administrator, Content Administrator, Course 

Coordinator, and Event Manager along with the option to Use Defaults or Remove all Rights. The Root Admin has the 

option by user type to select to Use the System Default or to Remove all the setting that are currently assigned to 

that user type. To do so the Root Admin will select the option next to the user type. A prompt will appear asking the 

user to confirm. Once confirmed the screen values will change based on the option selected. If the defaults were 

chosen then the settings will change to what the current system values are, and if the remove all rights was selected 

then all values will now be unchecked. 
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Defaults and Removing Rights: Administrative Rights 

Go to the Administration Rights Matrix and Select the Administrative Rights tab. On the right hand side of this tab 

there is a section that will list out the four types of users to include the Site Administrator, Content Administrator, 

Course Coordinator, and Event Manager along with the option to Use Defaults or Remove all Rights. The Root Admin 

has the option by user type to select to Use the System Default or to Remove all the rights that are currently 

assigned to that user type. To do so the Root Admin will select the option next to the user type. A prompt will appear 

asking the user to confirm. Once confirmed the screen values will change based on the option selected. If the 

defaults were chosen then the settings will change to what the current system values are, and if the remove all 

rights was selected then all values will now be unchecked. 

 

 

 

 

Example if all rights 

were removed for the 

System Administrator 

for Main Menu items. 

Note: This will change the settings based on the menu level. This 

will take away the access to the user type to be able to access 

this specific menu. 
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Example if all rights 

were removed for the 

System Administrator  

for features within 

menu(s). 

Note: This will change the settings based on the features within 

each of the menu(s). This will remove the access to the user type 

to be able to access these specific functions within the menu. 

Although the menu itself can be accessed certain functions 

within the menu may not be accessible to the user type. 


